MpunoxeHne Ne2
NH®POPMALIMOHHAA MAMATKA
ONA OBYHAROWNXCA ANA PASMELWEHNA
HA OPVNUUMNAJIbHBbIX MHTEPHET-PECYPCAX

C KaxbIM ro4oM MOJOAEXN B MHTEPHETE CTaHOBUTLCS 6O/bLUe, a LUKONbHUKA OfHW U3
CaMbIX aKTWBHbIX MOMb3oBaTeneli PyHeTta. Mexay Tem, NOMUMO OFPOMHOIO KO/M4YecTBa
BO3MOXXHOCTEN, MHTEPHET HeceT 1 Npobnembl. ITa NaMATKa A0/HKHA MOMOYb Tebe 6e3onacHo
HaxoanTbCH B CETM.

KoMMbOTEPHbIE BUPYChI

KoMNbOTEPHBI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBLIX NPOrpaMm, OT/IMYNTENbHON
0COBEHHOCTbIO KOTOPOM SBASETCH CMOCOOGHOCTb K Pa3MHOXEHWIO. B gononHeHve K aTomy,
BUPYCbl MOTYT MOBPeAuTb WM MONHOCTBIO  YHUUTOXWUTb BCe (haiibl U [aHHble,
MOAKOHTPO/IbHbIE M0/b30BATE/NO, OT MMEHW KOTOPOro 6blna 3anyLeHa 3apaXeHHas nporpamma,
a TaKxXe MOBPeAUTb WM [aXe YHUUTOXWUTb OMepauvoHHYK CUCTEMY CO Bcemu hainamu B
Lenom. B 60nbLIMHCTBE Cy4YaeB pacnpoCTPaHSATCS BUPYChbl Yepe3 HTEPHET.

MeToAbl 3alnThl OT BPEAOHOCHbIX NMPOrpaMm:

1. Vcnonb3yii cCOBpeMeHHble OMnepauvoHHble CUCTEMbl, MUMetoLe Cepbe3Hblil YPOBEHb
3aWnTbl OT BPEAOHOCHbIX NPOrpamm;

2. TlocTOfHHO ycTaHaBnvBal nadytu (LUQPOoBbIe 3annaTtky, KOTOpble aBTOMATUYECKM
yCTaHaBNMBalOTCA C LUeMbl0  [opaboTKM nporpammbl) W Apyrue OGHOBMEHUS  CBOeW
onepaunoHHol cucTembl. CKaumBai UX TOMIbKO C O(hmuUmManbHOro caiTa paspabotunka OC. Ecnn
CYLLECTBYET PEXMM aBTOMATUYECKOro 0OHOBNEHWUS, BK/IHOYW €rO;

3. PaboTaii Ha CBOeM KOMMbIOTEPE NOJ MpaBaMu MNO/b30BaTeNs, a He agMUHUCTpaTopa.
3T0 He no3BOAUT OOJMbLUMHCTBY BPEeLOHOCHLIX MPOrpamm WHCTaNAMPOBaTbCH Ha TBOEM
MepcoHaIbHOM KOMMbIOTEPE;

4. cnonb3yii aHTUBMPYCHbIE MPOrpamMMHble MPOAYKTbl U3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTUyecKnM 06HOBEHNEM 6as3;

5. OrpaHunyb (PM3MYECKNA [OCTYN K KOMMbIOTEPY 415 MOCTOPOHHMX ML,

6. Micnonb3yin BHELLHWE HOCUTENW MHOPMaLMK, Takme Kak (relika, AucK nam dainn ms
WHTEepPHeTa, TONbKO M3 NPOBEPEHHbIX UCTOUHUKOB;

7. He oTKpbIBail KOMMbIOTEPHbIE (alifbl, MOMYYEHHbIE U3 HEHAAEXHbIX NCTOYHUKOB. [daxe
Te (paiinbl, KOTOPbIE NpUCNan TBOW 3HAKOMbIWA. Jly4lle YyTOUYHW Y Hero, OTNPaBs/ M OH Tebe uX.

Cetn WI-FI

Wi-Fi - 3T0 He BMA nepefayn [aHHbIX, He TEXHONOruA, a BCero Nuwb 6peHa, mapka. Eue B
1991 ropmy HuAaepnaHAckaa KomnaHus 3apeructpuposana 6peHp "WECA™, 4uto 0603Havano
cnoocoyeTaHme "Wireless Fidelity", KoTopblin nepeBoAMTCS Kak "6ecnpoBojgHas TOYHOCTbL".

[o Hawero BpeMeHW powna fgpyras abbpesumartypa, KOTopas SBASeTCH TakKoW ke
TexHonorvemn. 31o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue OblNI0 4aHO C HAMEKOM Ha CTaHAapT
BbICLLEV 3BYKOBOI TexXHMKM Hi-Fi, uTo B NnepeBofe 03HayaeT "BbICOKasi TOUHOCTb".

[a, 6ecnnaTHbll MHTEpPHET-LOCTYN B Kade, OTeNAX M asponopTax ABASETCA OTAUYHOIA
BO3MOXHOCTbIO BbIX0Ja B UHTEPHET. HO MHOrMe 3KcnepTbl CUUTAKOT, YTO 06LesocTynHble Wi-
Fi ceTn He aBnatoTCca 6e30NacHbIMU.

CoseTbl M0 6e30nacHOCTY paboTbl B 06WeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBail CBOK /NNYHYKO WH(opMmaunio 4Yepe3 obuegoctynHble Wi-Fi ceTw.
PaboTas B HUX, XenaTenbHO He BBOAWUTL Maponun fOCTyNa, NOrUHbI U KaKue-T0 HOMepa;

2. Vicnonb3yil 1 06HOBNAN aHTUBMPYCHble Nporpammbl 1 GpaHamayep. Tem caMbiM Tl
obesonacuwb cebsa 0T 3aKauyku BMpyca Ha TBOE YCTPOWCTBO;

3. Mpun wucnonb3zoBaHun Wi-Fi oTkAum yHkyuio "O6wuii goctyn K (ailnam wu
npuHTepam”. [daHHas (yHKUMA 3aKpbiTa MO YMOMYaHUIO, OLHAKO HEKOTOpble Mo/ib30BaTenu
aKTUBMPYIOT ee Ans ya06CcTBa UCNONb30BaHMA B paboTe unu y4eobe;



4. He wncnonb3yii ny6nuyHblin WI-FI gna nepegayunm AMYHbIX LaHHbIX, Hanpuvep As
BbIX0/a B COLMa/IbHbIE CETU UN B 3/IEKTPOHHYHO MOYTY;

5. Ncnonb3yin TONMbKO 3aliulieHHoe coeauHeHue 4vepe3 HTTPS, a He HTTP, T.e. npm
Habope Beb6-apeca BBOAN UMeHHO "https://";

6. B MobunbHOM TenegoHe OTKAOYM (hyHKUMIO "TloakntoyeHne K Wi-Fi aBTomatnyeckun”.
He gonyckail aBToMaTU4YeCKOro NoAKOYeHNs yCTpoilcTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CounansHble ceTu

CouwnanbHble CeTV aKTUBHO BXOAT B HaLLy XXW3Hb, MHOTME 04N PaboTaloT M XUBYT TaMm
NoCTOSHHO, a B Facebook y)ke 3apermcTtpupoBaH MWUNAMAPL YenoBeK, UTO ABNAETCA OfHOWA
CeAbMOI BCeX >KUTenel nnaHeTbl. MHOrMe Mnofb30BaTeNM He MOHMMAKT, YTO WMHGopMaLms,
pasMeLLeHHas MU B COLMANbHbIX CETAX, MOXET ObITb HaifeHa U UCNONb30BaHa KeM YrofHO, B
TOM 4ucne He 0653aTe/lbHO € 61arMy HamepeHNAMN.

OCHOBHbIe COBETbI M0 6€30MacHOCTU B COLMAbHBIX CETAX:

1. OrpaHunyb CNUCOK Apy3el. Y Tebs B APY3bAX He [OMKHO OblTb CAyYalHbIX U
HE3HaKOMbIX NtOLeN;

2. 3awyuuiaii CBOK 4YacTHYH >XU3Hb. He ykasbiBail naponu, TenetoHbl, agpeca, faTy
TBOEr0 POXAEHUA U OPYTYI NIMYHYK WH(OPMaLMO. 3M10YMbIWIEHHUKN MOTYT WCMNONb30BaTb
AaXe MHHOoPMaLMI0 0 TOM, KaK Tbl M TBOW POAMTENN NNaHVpPyeTe NPOBECTU KaHUKY/bI;

3. 3awmiyali CBOK penyTauuio - epXKU ee B YMCTOTE M 3af4aBail cebe BONpoc: XoTen Obl
Tbl, YTOObI Apyrve Noab30BaTeNIn BULENN, UTO Tbl 3arpy>kaewwb? Mogymai, npexzae Yyem 4YTo-To
ony6/MKoBaTb, HaNUCcaTb U 3arpy3nTh;

4. Ecnn Tbl rOBOPULLbL C NHOABMU, KOTOPbIX HE 3Haelllb, He UCMONb3Yl CBOe peasibHOe UMS
M APYTYIO IMYHYHO MH(OPMAaLUK: UMS, MECTO XXUTENbCTBA, MECTO YUebbl 1 NPOYeE;

5. N36eraii pasmeleHuns otorpaduii B VIHTepHeTe, rae Thl N306paXeH Ha MeCTHOCTH, MO
KOTOPOI MOXHO ONpeLeiTb TBOe MECTOMOIOXEHNE;

6. MNpwn perucTpauuy B COLMaNbHOW CeTU HeOBXOAMMO MCMO/b30BaTb CI0XHbIE Maposu,
cocToswme nu3 6yks 1 LMdp 1 C KONNMYECTBOM 3HAKOB He MeHee 8;

7. Ana coumanbHOW ceTW, NoYTbl U APYrnx caToB HEO6XOAMMO WCMO/b30BaTh pasHble
naponu. Torga ecnu 1ebs B3/IOMatOT, TO 3/10YMbILLIEHHUKM NOMYYaT LOCTYN TOMbKO K OAHOMY
MecCTy, a He BO BCe cpasy.

ANEKTPOHHbIE AEHBLIN

ONEeKTPOHHbIE AEHbIM - 3TO O4YeHb YAOOHbLIA CNOCO6 nnaTexen, OAHAKO CYLLECTBYHOT
MOLUEHHWKW, KOTOPble XOTAT MOMYYUTb 3TN LeHbIN.

ONEKTPOHHbIE AeHbrM NOSBUANCH COBCEM HEAaBHO M WMEHHO U3-3a 3TOM0 BO MHOIUX
rocyfapcraax Ao CUX Nop He NPOMMCaHO MPO HUX B 3aKOHaX.

B Poccuu e oHM (yHKLMOHMPYIOT U 0 HUX Y)Xe NPOMUCaHO B 3aKOHE, FAe WX pasgensioT
Ha HECKOJ/IbKO BUAO0B - aHOHVMHbIE U He aHOHWMHbIE. PasHuLa B TOM, YTO aHOHUMHbIe - 3TO Te, B
KOTOpbIX paspellaeTcs MPOBOAWUTL oOnepaumMn 6e3 MAeHTUPUKaLMM Monb3oBaTens, a B
HeaHOHUMHbIX MAEHTU(UKALNA NONb30BaTENA ABNAETCA 0043aTeNIbHON.

Takke cnefyeT pasnuyaTb 3MEKTPOHHble (hMaTHble AeHbrn (paBHbl FOCYAapCTBEHHbLIM
Ba/IlOTaM) U 3N1eKTPOHHbIE HepuaTHbIe AeHbIM (He paBHbI FOCY4ApCTBEHHbIM Ba/llOTaM).

OCHOBHbIe COBETbI M0 6e30MacHol paboTe C 31IEKTPOHHBIMU feHbraMu:

1. MpuBSHXM K CYETY MOOUAbHBIA TenedoH. 3TO camblil YA0OHbIA M GbICTPbIA CNoco6
BOCCTAHOBWUTb [JOCTYN K cueTy. [puBsA3aHHbIA TeneoH MOMOXET, ecnn 3abyfellb CBOWA
nnaTeXHbl Naposb Uau 3alifeLllb Ha CanT ¢ HE3HAKOMOr0 YCTPOICTBA;

2. Vicnonb3yii ogHopa3oBble naponu. Mocne nepexoja Ha YCUNEHHYK aBTopu3auunio Tebe
YXXe He 6y[eT yrpoxaTtb OMacHOCTb KpaXu WUn nepexsarta NnaTexHoro naposns;

3. Bbibepu cnoxHblin naponb. MpecTynHukam 6yaeT He NPOCTO yrajatb CNOXHbIV Naposb.
HagexxHble naponv - 370 Naposiv, KOTopble COAepxXaT He MeHee 8 3HaKOB M BKNHOYAKOT B cebd
CTPOYHbIE M MPOMUCHble OYKBbI, LUUPPbI M HECKONbKO CUMBOJMIOB, TakMe KaK 3HaK [o/apa,
(hyHTa, BOCK/MLATENbHBINA 3HaK 1 T.n. Hanpumep, $tRONng!;;



4. He BBOAW CBOW NINYHble AaHHbIE Ha caliTax, KOTOPbIM He A0BepseLLb.

ONeKTpPOHHas noyTa

ANeKTPOHHAsA NnoyTa - 370 TEXHOJIONMUA U NPEAOCTaB/AEeMble €10 YCYru MNo Nepecblike w
MOMYYEeHU 3MEKTPOHHbIX COOOLLEHWNIA, KOTOpble pacnpefensoTcs B KOMIMbIOTEPHOW CETW.
O6bIuHO 3NEKTPOHHbIA MOYTOBbIN ALNK BbIFNALUT cnegyowmnm o6pasom:
MUMA_N0Nb30BaTeNda@umMa_filoMeHa. Takke KpOMe nepefaynm MpoCTOro TekCcTa, WMeeTcs
BO3MOXXHOCTb NepefaBaTh (haiisbl.

OCHOBHbIe COBeTbI M0 6e30MacHol paboTe C 3EKTPOHHON NOYTOIA:

1. Hapo BblGpaTh MpaBu/ibHbIA MOYTOBbIA CEPBUC. B MHTEPHETE eCTb OrPOMHbIA BbIGOP
6ecnnaTHbIX NMOYTOBLIX CEPBMCOB, OLHAKO /lydlle AOBEPATb TeM, KOr0 3Haellb W KTO MepBblil B
PENTUHTE;

2. He ykasbiBail B NMYHOI NOYTE NIMYHYK WHGOPMauuo. Hanpumep, nyywe BblbpaTbh
"My3blKa/bHbIN_(haHaT@" unm "pok2013" BmecTo "Temal3";

3. Ncnonb3yit aByxaTanHy aBTopM3aumio. ITO KOrAa MOMMMO Naposisi HY>XHO BBOAWUTb
Kog, NpucbinaemMblii no SMS;

4. Bblbepn CMOXHbIA Naponb. [ Kax4oro MOYTOBOrO fALIMKA [O/DKEH ObiTb CBOVA
HaZleXXHbII, YCTONYMBLIV K B3/IOMY Mapoib;

5. Ecnn ecTb BO3MOXHOCTb HamucaTb CaMOMY CBOW JIMYHbIA BOMPOC, WCMOMAb3yh 3Ty
BO3MOXHOCTb;

6. cnonb3ylh HECKONIbKO MOYTOBbIX AWMKOB. [lepBbliA A1 4acTHOW MNepenucku ¢
afipecataMu, KOTOPbIM Tbl [OBepsiellb. OTO 3/M1EKTPOHHbLIA afpec He Hafo WMCMo/sb30BaTb Mpu
perucTpaymm Ha opymax v cantax;

7. He oTKpbIBail (halifibl v Apyrue BAOXKEHUA B MUCbMaAX, AaXe €C/IM OHW NPULLAN OT TBOUX
Apy3eii. Jlyyile yTOUYHW Y HUX, OTNPABAAIN /N OHWU Tebe 3Tu aitnbl;

8. MNocne oKoH4YaHUs paboTbl HAa MOYTOBOM CEPBUCE Mepes 3aKpbITUEM BKIAAKWU C caliToM
He 3a0yab HaXKaTb Ha "BbIATi".

Kunb6epbynnvHr nnu BupTyanbHOe n3aeBaTe/ibCTBO

KunbepbynnuHr - npecnefosaHne co0OLLeHUAMM, COepXallMMn 0CKOpbneHns, arpeccuio,
3anyrvBaHue; Xy/lMUraHcTBo; couuanbHoe 60MKOTMPOBaHME C MOMOLLbLIO Pa3/IMUHbIX UHTEPHeT-
CepBUCOB.

OcCHOBHble coBeTbl N0 60opbbe ¢ KN6epbynMHIoM:

1 He 6pocaiica B 60i. Jlydwinin cnocob: NocoBeToBaTbCA Kak cebs BECTWU W, eCiu HeT
TOro, K KOMY MOXHO 06patuTbCd, TO BHayase YCNOKOUTbCA. EcCnM Tbl HauyHelwb OTBeYaTb
OCKOPG6NEHNAMN HA OCKOPO6/IEHUS, TO TONBbKO eLle 60MbLLUe Pa3OXOKeLlb KOH(INKT,;

2. YNnpaBnsin cBoel KnbeppenyTaunei;

3. AHOHMMHOCTb B CeTM MHMMasA. CyLecTBYKOT CMoco6bl BbIACHUTb, KTO CTOWUT 3a
AHOHMMHbIM aKKayHTOM;

4. He cTOUT BECTU XYNWUTaHCKWIA 06pa3 BUPTYaSbHOW XU3HW. VIHTEPHET (mKcupyeT Bce
TBOW AENCTBMS U COXPaHSAET UX. Y OanuTb UX ByaeT KpaliHe 3aTpyAHUTENbHO;

5. Cobnojaii CBOK BUPTYasIbHYHO YeCTb CMOJIOAY;

6. rHopupyit egnHUYHbIA HeraTme. OLHOPa30Bble OCKOPOMTE/IbHbIE COOOLLEHMS flyuLLe
nrHoprpoBaTb. OBbIYHO arpeccus NpekpaLlaeTcs Ha HavyanbHOW CTaguu;

7. baH arpeccopa. B nporpammax o6mMeHa MIHOBEHHbIMU COOGLLEHNSAMU, B COLMATBbHbIX
CeTAX eCTb BO3MOXHOCTb 6/TOKMPOBKM OTNPaBKN COOOBLLEHWNIA C OnpeseNieHHbIX afpecos;

8. Ecnm Tbl cBuaeTenb KubepbynnuHra. TBoM AeACTBMSA:  BbLICTYNUTb  MPOTUB
npecnefosarens, nokasatb eMmy, 4YTO €ero [eiCTBMSA OLLeHMBAKOTCA HEeratMBHO, MOALepXaTb
XepTBY, KOTOPOW HY>XXHA MCUXOM0rnyeckas MOMOLLb, COO6WMTbL B3pOC/ibIM O  (hakTe
arpeccuBHOro MoBefeHUs B CETW.



Mo6unbHbI TeneoH

CoBpeMeHHble CMapT(OHbI 1 NMaHLLIETbI CoAepXKaT B cebe BMosHe B3POC/ bl (PYHKLMOHA,
W Tenepb OHW MOTyT KOHKYpMpOBaTb CO CTauMOHapHbIMU KoMMbtoTepaMu. OfHAKO, CPefcTs
3aWnTbl ANA NOA06HBIX YCTPOMCTB NOKa OYeHb Masio. TeCcTMpoBaHWE U MOUCK YA3BMMOCTEN B
HUX MPOMCXOAMT He TaK WMHTEHCMBHO, Kak and MK, To e camoe KacaeTcsi M MOGWUJIbHbIX
MPUNOXKEHWNIA.

CoBpeMeHHble MO6U/bHbIE Gpay3epbl YXXe NPakTUYeCKW AO0rHaIM HaCTO/IbHbIE aHanoru,
OAHaKO pacwunpeHme (yHKUMOHana Bne4YeT 3a CO6O0M 60MbLYH CNOXHOCTb W MEHbLUYHO
3alLUMLLIEHHOCTb.

[aneko He Bce MPOW3BOAWUTENN BbIMYCKAKOT OOHOBMIEHWS, 3aKPbIBAIOLLME KPUTUYECKME
YSA3BUMOCTU [1 CBOUX YCTPOIACTB.

OCHOBHble COBETbI A1 6€30MacHOCTN MOOGUNLHOTO Tefe(hoHa:

Huuero He sBnseTca no-HacTosweMy 6GecnnaTHbIM. Byab OCTOPOXeH, Befb Korja Tebe
npegnaratoT 6ecniaTHbIA KOHTEHT, B HEM MOTYT ObiTb CKPbITbl KakKue-TO niaTHble YCyru;

[ymaii, npexxae Yyem otnpaBuTb SMS, oTo nnm B1Aeo. Thbl TOYHO 3HaeLUb, FAe OHW OyayT
B KOHEYHOM unTore?

Heob6xoanMmMo 06HOBNSATL ONepaLMoOHHYI0 CUCTEMY TBOEro CMapT(OHa,;

cnonb3yin aHTUBUPYCHbIE NPOrpamMmmbl 418 MOOW/bHbLIX TeNeqOHOB;

He 3arpyxali npuioxeHus OT HEW3BECTHONO WUCTOYHMKA, Befb OHW MOryT COLEpXaTb
BPeAOHOCHOE NporpaMMHoe 06ecrneyeHue;

MMocne TOro Kak Tbl BblAfewWb C CaiTa, rAe BBOAWI NUYHYIO WH(OpMaUWio, 3angn B
HacTpolikn 6pay3epa 1 yganu cookies;

MeproAnyecKy NpoBepsiii, Kakme naaTHble YCAYrn akTUBMPOBaHbI Ha TBOEM HOMEPE;

[aBali cBO HOMep MOGUILHOIO TesleOHa TOMIbKO MOAAM, KOTOPbIX Thl 3Haellb U KOMY
[oBepsieLLb;

Bluetooth go/mkeH 6bITb BbIK/OYEH, KOrga Tl UM He No/b3yelbes. He 3abbiBail MHOrga
NpoBepsATb 3TO.

Online nrpbl

CoBpeMeHHble  OHNAWH-Urpbl - 3TO  KpacouyHble, 3axBaTbiBalOlMe pasB/eyeHus,
00beIMHAOLLME COTHM ThICAY YENI0BEK MO BCeMY Mupy. rpoku uccnegyroT LaHHbIA UM MUp,
obLlarTca Apyr ¢ APYroM, BbINOHAKOT 3afjaHNA, CpaXatoTca ¢ MOHCTPaMU U Moy4yatoT OnbIT.
3a y[L0BONbLCTBME OHW MNATAT: MOKYNatoT AWUCK, ONMavMBaloT aboHeMeHT wuau npuobpeTtaroT
KaKune-To onuuu.

Bce atu cpeacTBa MAyT Ha MOALEpXKaHMe W pasBUTUE UrPbl, a TakKXKe Ha camy
6e30NacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbl aBTOPM3aLMuW, BbIMYCKAKOTCA HOBble NaTyu
(umpoBbIe 3aniaTky 418 NPorpaMmM), 3aKpbiBatoTCA YA3BUMOCTU CEpPBEPOB.

B nofobHbIX urpax CTOMT OnacatbCsi He CTO/IbKO CBOWMX COMEPHUKOB, CKOMbKO KpaXu
TBOEro Mapons, Ha KOTOPOM OCHOBAaHa CUCTEMa aBTOpU3aLMmn 60/bLLINHCTBA UTp.

OcCHOBHbIe cOoBeTbI N0 6€30MacHOCTU TBOEr0 UIPOBOr0 akKayHTa:

1. Ecnun apyron urpok BegeT cebs naoxo unu cosgaeT Tebe HeNnpUATHOCTK, 3a6/10KMPY
ero B CMUCKe UrPOoKOB;

2. Moxanyica agMUHUCTPATOpaM Urpbl Ha NJ0X0e MoBeeHWe 3TOr0 UrpoKa, XenaTesbHo
MPUNOXNTb KaKne-To [oKa3aTeNbCTBa B BUAE CKPUHOB,;

3. He yKasbiBali TMYHY0 MH(DOPMaLMIO B Npodaiinie urpsbl;

4. YBaXKail apyrmx y4acTHUKOB N0 UTpE;

5. He ycTaHaBnuBai HeouLmanbHble NaT4n 1 MOAbI;

6. Vicnonb3yi CNoXHble 1 pasHble Naponu;

7. Oaxe BO BpPeMsi Urpbl He CTOUT OTKAKOYaTb aHTMBMPYC. [Moka Tbl Urpaellb, TBOM
KOMMbKOTEP MOTYT 3apasnThb.



PULINHT UK Kpaxka MNYHBIX JaHHbIX

OObIYHOW KpaxeW [eHer W [OKYMEHTOB CErofHs Y>e HUKOro He YAMBMLIb, HO C
pasBUTUEM  WHTEPHET-TEXHONIOTUMA  3/10YMbILUEHHUKN  MEPeMecTUIUCb B WHTEPHET, U
NPOAO/KAKT 3aHUMaTbCA "NHOOUMbIM™ [eN0M.

Tak nosBMIacb HOBas yrposa: WHTEPHET-MOLUEHHMYeCTBa WM (DULLMHT, T/1aBHas Lesb
KOTOPOro COCTOUT B MOJIyYEHUU KOH(IMAEHUMaNbHbIX AaHHbIX MO/b30BaTesieid - SIOTMHOB U
naponeil. Ha aHrnuinickom asbike phishing untaetca Kak guwmHr (ot fishing - pbi6Has nosns,
password - naponsb).

OCHOBHble COBETbI N0 60pbbe C PULLNHIOM:

1. Cnefm 3a cBOMM akkayHTOM. Ecnu Tbl Nof03peBaeLlb, YTO TBOA aHKeTa Oblna B3/1OMaHa,
TO Heob6XxoAMMO 3ab10KMPOBATL ee U CO0OLWNTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO
CKopee;

2. Vicnonb3yin 6e3onacHble Be6-CaTbl, B TOM 4YuC/le, UHTEPHET-MArasnuHoB 1 MOWUCKOBbIX
cuUcTeMm;

3. Vicnonb3yil cnoXxHble U pasHble naponu. Takum o6pa3om, ecnn Tebs B3nOMalOT, TO
310YMbILLNEHHUKMN NONYYaT LOCTYN TOMLKO K O4HOMY TBOEMY MPO(UIIO B CETU, a HE KO BCEM,;

4. Ecnn Tebs B3noManu, TO HE06X0AUMO NpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble
f06aBneHbl Y Tebs B ApY3bsX, 0 TOM, YTO Tebs B3/IOMaN U, BO3MOXKHO, OT TBOEro MMeHn byaeT
pacchblnaTbCs CNaM 1 CCbIIKA Ha PULLNHIOBbIE CaiThl;

5. YcTaHoBM HafexHblin naposib (PIN) Ha MO6GUIbHBIN TenedoH;

6. OTKNOYM CoXpaHeHWe Naposns B bpay3epe;

7. He oTKpbiBali haiifibl 1 Apyrue BAOXKEHUA B MACbMaX, LaXe eCIM OHW NPULLAN OT TBOUX
Apy3eid. Jlydlle yTOUYHW Y HUX, OTMPaBAANN N OHU Tebe 3Tu (aisibl.

Lindposas penyTayus

Lincposas penytauusa - aT0 HeratMBHas WAM MO3UTUBHaA WHMOpMauuUa B ceTu O Tebe.
KomnpomeTupytowas MHpopMaLms, pasMelleHHas B MHTEpHETe, MOXET Cepbe3HbIM 06pa3om
0TPasnTbLCA Ha TBOeW peanbHOM XW3HW. "Lindposas penyTtauyms” - 3T0 TBOM UMUK, KOTOPbIRA
(hopmupyeTcs U3 MHpopmMalmm o Tebe B UHTEPHETE.

TBOE MecTo XWUTenbCTBa, yyebbl, TBOE ()MHAHCOBOE MOJIOXEHME, 0COOEHHOCTY XapakTepa
1 pacckasbl 0 6/IM3KUX - BCe 3TO HaKarn/MBaeTCcs B CETU.

MHorne noApOCTKU NErkOMbICNIEHHO OTHOCATCS K Ny6/avKauuy AUYHOW UHGOopMauun B
WHTepHeTe, He NMOHMMAasA BO3MOXHbIX MOCNEACTBUNA. Thl AaXe He CMOXellb AorajatbCi O TOM,
yTo thoTorpadus, pasmeLleHHas 5 et Hasaf, cTana NPMUYNHON O0TKasa NPUHATL Tebs Ha paboTy.

KommeHTapum, pasmelyeHne TBoMxX oTorpaduin n gpyrve 4eincTBus MOTyT He UCHE3HYTb
[@Ke nocse Toro, Kak Tbl UX yaanuilb. Tbl He 3Haellb, KTO COXPaHu 3Ty MH(opmMaLmio, nonana
NN OHa B MOWUCKOBbIE CUCTEMbl M COXPaHWNACb NN OHa, a rflaBHOe: 4YTO NojymarT 0 Tebe
OKpy>XatoLLme N1, KOTopble HaliayT WU YBUAAT 3T0. HaliTu MH(opMaLuio MHOFO NeT cnycTs
CMOXeT 1060 - KaK M3 A06pbiX MOOYXAEHWIA, TaK U C HAMEPEeHMEeM NPUYUHWUTL Bped. ITO
MOXET ObITb KTO YrOAHO.

OCHOBHbIe COBETbI M0 3aluTe LMppPoBOI penyTaLmn:

1 Mopymai, npexge 4eM 4yTo-TO My6AMKOBATb W nepefasaTb y cebsa B 6nore vnu B
coumanbHo cetu;

2. B HacTpolikax npouns yCTaHOBM OrpaHWYeHUs Ha NPOCMOTP TBOEro Npouns n ero
COAEPXMMOroO, cenal ero ToNnbKo "ans apysen™;

3. He pasmewyali 1 He yKasblBail MH(OPMaLMIO, KOTOPass MOXET KOro-imbo ockopbnsatb
NN 0BMXKATb.

ABTOPCKOE Mpaso

CoBpeMeHHbIe LWKONbHUKM - aKTUBHbIE NONb30BaTeNIN LMGPOBOro npoctpaHcTea. OfHaKo
[lafIeKO He BCe 3HAlOT, YTO MOJSIb30BaHWE MHOMMMMU BO3MOXHOCTSMU LM(POBOro Mupa Tpedyet
CO6/I0AEeHNA NPaB HA MHTEN/IEKTYabHY0 COOCTBEHHOCTb.



TepMnH "MHTeNneKTyasbHas COOGCTBEHHOCTb" OTHOCUTCA K pPas3/IMyHbIM  TBOPEHUSM
4e/I0BEYECKOr0 YMa, HauMHas C HOBbIX U306peTeHUI U 3HAKOB, 0603HaYaKOLLMX COBCTBEHHOCTb
Ha MNPOAYKTbl W YCNyrM, W 3aKaHumBas KHuUramu, otorpagusamu, KuHO(pUIbMaMu K
MY3blKa/lbHbIMW MPON3BELAEHUAMMU.

ABTOpPCKMe npasa - 3TO Npasa Ha WMHTE/NNEKTYaNbHY0 COOCTBEHHOCTb Ha MPOU3BELeHUSs
HayKW, NNTepaTypbl U UCKYCCTBa. ABTOPCKME MNpaBa BbICTYNat0T B KaYecTBe rapaHTUM TOro, 4To
WHTENNEeKTYaNbHbIA/TBOPYECKUIA TPY[, aBTopa He GyaeT HampacHbIM, JacT eMy CrpaBef/nBble
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyga, MofiyuymTb M3BECTHOCTb M MPU3HAHWE.
HuKTO 6e3 paspeLleHns aBTopa He MOXKET BOCNPOU3BOAMUTL €ro NPOU3BeSEeHNe, PacnpoCTPaHATb,
ny6/MYHO [eMOHCTPMpPOBaTh, MpojasaTb, WMMMOPTMPOBATb, MNycKaTb B MpoKat, My6anyHo
NCMOJMHATL, NOKa3bIBaTL/MCMOMHATL B 3Upe nnmn pasMeltatb B VIHTepHeTe.

cnonb3oBaHve "nNupaTtcKoro” nporpaMMHOro obecrieyeHUss MOXKET MPUBECTU K MHOTUM
pUCKaM: OT NOTepV [AaHHbIX K TBOMM aKkKayHTaM [0 6/IOKMPOBKW TBOEro YCTPOWCTBa, rpe
yCTaHOB/EHA HeferanbHasa nporpaMMa. He cTOMT Takxe 3abbIBaTb, YTO CYLLECTBYIOT /lerasbHble
1 6ecnnatHble NPOrpaMMbl, KOTOPble MOXHO HalTK B CETMW.

O noptane

CeTeBUYOK.p( - TBOW [N1aBHbIA COBETYMK B CeTW. 34eCb Tbl MOXELb Y3HaTb O
6e30MacHOCTN B CETU MOHATHbLIM W AOCTYMHbIM S3bIKOM, @ NPU BO3HUKHOBEHUWN KPUTUYECKOWA
cUTyaumyn o6paTuTbCA 3a COBETOM. A TakXe MPUHATL Y4yacThe B KOHKypcax M CTaTb CaMbiM
LMUPPOBLIM FPaXLaHNHOM!



